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DOD Cyber Awareness 2022/2023 (DOD-IAA-V18.0)
Knowledge Check

Spillage:

What should you do if a reporter asks you about potentially classified information
on the web? ANSWER*- Refer the reporter to your organization's public affair
office

What should you do when you are working on an unclassified system and receive
an email with a classified attachment? ANSWER*- Call your security point of
contact immediately.

Which classified level is given to information that could reasonably be expected to
cause serious damage to national security? ANSWER*- Secret

Which of the following is true of protecting classified data? ANSWER*- Classified
material must be appropriately marked

What are some potential insider threatindicators? ANSWER*: Difficult life
circumstances such as substance abuse, divided loyalty or allegiance to the U.S,,
and extreme, persistent interpersonal difficulties.

How many potential insider threat indicators does a person who is playful and
charming, consistently wins performance awards, but is occasionally aggressive in
trying to access sensitive information display? ANSWER*- 1 indicator

Which of the following is NOT considered a potential insider threat indicator?
ANSWER*- New interest in learning a foreign language

What should you do if you receive a game application request that includes

permission to access your friends, profile information, cookies, and sites visited?
ANSWER*- Decline the request.
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