
 

Cyber Awareness Challenge 2023 
(Knowledge Check) Questions with 
complete solution 
SPILLAGE: Which of the following is a good practice to prevent spillage? - correct  
answer   TBD

SPILLAGE: You receive an inquiry from a reporter about government information not 
cleared for public release. How should you respond? - correct  answer   Refer to PA

CLASSIFIED DATA: Which of the following is a good practice for telework? - correct  
answer   use VPN

CLASSIFIED DATA: What level of damage can the unauthorized disclosure of 
information classified as Top Secret reasonably be expected to cause? - correct  
answer   exceptionally grave damage

INSIDER THREAT: Which of the following is a potential insider threat indicator? - 
correct  answer   Interest in learning a foreign language (maybe)

INSIDER THREAT: What is an insider threat? - correct  answer   Someone who uses 
authorized access, wittingly or unwittingly, to harm...... (maybe)

**Insider Threat
Based on the description that follows, how many potential insider threat indicator(s) are 
displayed? A colleague saves money for an overseas vacation every year, is a single 
father, and occasionally consumes alcohol. - correct  answer   1 (maybe)

SOCIAL NETWORKING: Which of the following is a security best practice when using 
social networking sites? - correct  answer   Avoiding posting your mother's maiden 
name

SOCIAL NETWORKING: Which of the following statements is true? - correct  answer   
Adversaries exploit social networking sites to disseminate fake news.

SOCIAL NETWORKING: Which of the following statements is true? - correct  answer   
Many apps and smart devices collect and share your personal information and 
contribute to your online identity

CUI: Which of the following best describes a way to safely transmit Controlled 
Unclassified Information (CUI)? - correct  answer   TBD
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