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DOD Cyber Awareness Challenge 2023

1. *Spillage

Which of the following may help to prevent spillage?: Label all files,

removable media, and subject headers with appropriate classification

markings.

2. *Spillage

Which of the following actions is appropriate after finding classified 

informa- tion on the internet?: Note any identifying information and the 

website's Uniform Resource Locator (URL)

3. *Classified Data

Which of the following individuals can access classified data?:  Darryl is

man- aging a project that requires access to classified information. He

has the appropriate clearance and a signed, approved, non-disclosure

agreement.

4. *Insider Threat

Which type of behavior should you report as a potential insider threat?: 

Hos- tility and anger toward the United States and its policies

5. *Insider Threat

Which of the following practices may reduce your appeal as a target for ad- 
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versaries seeking to exploit your insider status?: Remove your security 

badge after leaving your controlled area or office building

6. *Social Networking

Your cousin posted a link to an article with an incendiary headline on 

social media. What action should you take?: Research the source of the 

article to evaluate its credibility and reliability

7. *Social Networking

Which of the following is a security best practice when using social net- 

working sites?: Use only your personal contact information when 

establishing your account

8. *Controlled Unclassified Information

Select the information on the data sheet that is personally identifiable 

infor- mation (PII) but not protected health information (PHI): Jane Jones

Social Security Number: 123-45-6789

9. *Controlled Unclassified Information

Select the information on the data sheet that is protected health 

information (PHI): Interview: Dr. Nora Baker

Dr. Baker  was Ms. Jones's  psychiatrist for  three months. Dr. Baker

reports that the sessions addressed Ms. Jones's depression, which
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