
 

DOD CYBER AWARENESS CHALLENGE KNOWLEDGE CHECK 2023 

Which of the following may help to prevent spillage? [Answer:- Follow procedures 

for transferring data to and from outside agency and non-Government networks 

 

A vendor conducting a pilot program... how should you respond? [Answer:- Refer 

the vendor to the appropriate personnel 

 

What level of damage... Top Secret be expected to cause? [Answer:- Exceptionally 

grave 

 

Which of the following is a good practice for telework? [Answer:- Position your 

monitor so it is not facing others 

 

Inquiry from a reporter...? [Answer:- Refer to public affairs 

 

What does spillage refer to? [Answer:- Information improperly moved from higher 

to lower protection level 

 

Which of the following is a good practice to protect classified information? 

[Answer:- Don't assume open storage is authorized 
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Which scenario might indicate a reportable insider threat? [Answer:- A colleague 

removes sensitive information without seeking authorization 

 

Which of the following is a reportable insider threat activity? [Answer:- Attempting 

to access sensitive information without need to know 

 

What function do Insider Threat Programs aim to fulfill? [Answer:- Proactively 

identify potential threats and formulate yadayadayada 

 

How can you protect your organization on social networking sites? [Answer:- Ensure 

there are no identifiable landmarks visible in photos 

 

What piece of information is safest to include on your social media profile? 

[Answer:- If you don't know the answer to this one, please do the training in full. 

you're dumb forreal. 

 

Which of the following is a security best practice when using social networking 

sites? [Answer:- Avoiding posting your mother's maiden name 

 

Which of the following statements is true? [Answer:- Many apps and smart devices 

collect and share your personal information and contribute..... 
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