
  

DOD Cyber Awareness Challenge 2019
Navy eLearning (NEL)
Course Catalog Code: DOD-IAA-V16.0

Did you earn a Cyber Security Awareness Challenge 2018 Certificate of Completion?
 No

SPILLAGE
1. Which of the following does NOT constitute spillage?

 Classified information that should be unclassified and is downgraded

2. Which of the following is NOT an appropriate way to protect against inadvertent spillage?
 Use the classified network for all work, including unclassified work

3. Which of the following should you NOT do if you find classified information on the internet?
 Download the information

CLASSIFIED DATA
1. What level of damage to national security can you reasonably expect Top Secret information to 

cause if disclosed?
 Exceptionally grave damage

2. Which of the following is true about telework?
 You must have your organization’s permission to telework.

3. Which of the following is true of protecting classified data?
 Classified material must be appropriately marked.

INSIDER THREAT
Alex’s Statement

1. In addition to avoiding the temptation of greed to betray his country, what should Alex do 
differently?

 Avoid talking about work outside of the workplace or with people without a need-to-
know

Ellen’s Statement
2. How many insider threat indicators does Alex demonstrate?

 Three or more

Mark’s Statement
3. What should Alex’s colleagues do?

 Report the suspicious behavior in accordance with their organization’s insider threat 
policy

1

This study source was downloaded by 100000836386117 from CourseHero.com on 07-05-2022 04:05:22 GMT -05:00

https://www.coursehero.com/file/41935374/Cyber-Awareness-2019docx/

                               1 / 2

learnexams

get complete pdf at learnexams.com

LEARNEXAMS.COM

https://learnexams.com/search/study?query
https://learnexams.com/search/study?query
https://learnexams.com/search/study?query


 

DOD Cyber Awareness Challenge 2019
Navy eLearning (NEL)
Course Catalog Code: DOD-IAA-V16.0

SOCIAL NETWORKING
1. Select all sections of the profile that contain an issue. Then select Submit.

 All three sections

2. Select the appropriate setting for each item. Then select Save.
 Name and profile picture – Any
 Status, photos, and posts – Friends Only
 Family and relationships – Friends Only
 Birthday – Friends Only
 Photos and videos you are in – Friends Only
 Check in location via GPS: Off

SENSITIVE INFORMATION
Incident

1. Which of the following is NOT an example of sensitive information?
 Press release data

2. Which of the following is NOT a correct way to protect sensitive information?
 Sensitive information may be stored on any password-protected system.

Victim
3. Select the information on the data sheet that is personally identifiable information (PII) but not 

protected health information (PHI).
 Top box

4. Select the information on the data sheet that is protected health information (PHI).
 Bottom box

PHYSICAL SECURITY
Incident #1

1. What should the employee do differently?
 Remove his CAC and lock his workstation.

Incident #2
2. What should the employee do differently?

 Decline to let the person in and redirect her to security.
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