
 

Department of Defense (DoD) Cyber Awareness 
Challenge 2023 (1hr) Solved 100%
You find information that you know to be classified on the internet. What do you do? - Answer Note the 
website's URL and report the situation to your security point of contact

Which of the following may help prevent spillage? - Answer Follow procedures for transferring data to 
and from outside agency and non-Government networks

Which of the following is good practice to protect classified information? - Answer Don't assume open 
storage in a secure facility is authorized

What level of damage to national security can you reasonably expect Top Secret information to cause if 
disclosed? - Answer Exceptionally grave damage

Which of the following is true about telework? - Answer You must have your organization's permission to
telework.

Which of the following is true of protecting classified data? - Answer Classified material must be 
appropriate marked

Which of the following is a potential insider threat indicator? - Answer Unusual interest in classified 
information

What is an insider threat? - Answer Someone who uses authorized access, wittingly or unwittingly to 
harm national security through unauthorized disclosure or other actions that may cause the loss or 
degradation of resources or capabilities

Based on the description that follows, how many potential insider threat indicator(s) are displayed? A 
colleague abruptly becomes hostile and unpleasant after previously enjoying positive working 
relationships with peers, purchases an unusually expensive new car and has unexplained absences from 
work - Answer 3 or more indicators
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