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QUESTION

Which standard addresses practices related to acquisition of forensic artifacts and can be directly
applied to a cloud environment?

ISO/IEC 27050-1

QUESTION

Which technology allows an administrator to remotely manage a fleet of servers?

Management plane

QUESTION

What part of the logical infrastructure design is used to configure cloud resources, such as
launching virtual machines or configuring virtual networks?

Management plane

QUESTION

Which action enhances cloud security application deployment through standards such as
ISO/IEC 27034 for the development, acquisition, and configuration of software systems?
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Applying the steps of a cloud software development life cycle

QUESTION

Which element is a cloud virtualization risk?

Guest isolation

QUESTION

The security administrator for a global cloud services provider (CSP) is required to globally
standardize the approaches for using forensics methodologies in the organization. Which
standard should be applied?

ISO 27050-1

QUESTION

Which detection and analysis techriique is performed to Capture a point-in-time picture of the
entire stack at the time of an incident?

Create a snapshot using API calls

QUESTION

A CSP operating in Australia experiences a security breach that results in disclosure of personal
information that is likely to result in serious harm. Who is the CSP legally required to notify?

Information commisioner
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